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ZYTRA RED-TEAM REPORT A- 2026 A- HARMBENCH A- 95% WILSON CI

Refusalis not enough:
the multi-turn cliff in frontier

LLMs.

Every frontier model we tested refuses a harmful request asked once.
Ask it across several turns a€” or wrap it in a structural in-context
pattern a€” and the wall comes down. We measured how far, on a
recognized benchmark, with a validated judge that only counts a bypass

when the answer is actually useful.

Zytra Adversarial Research Benchmark: HarmBench

Judge: Claude Haiku 4.5 A- 94% validated n=24 A- 1 seed

2% up to 39%

Attack success when the harmful request is Attack success with multi-turn escalation a€”
asked once (pooled, all models) the same models, same asks

38% 94%

Weakest model tested (any-strategy ASR) Judge accuracy on a labeled gold set 4€” what
makes these numbers trustworthy

EXECUTIVE SUMMARY
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The Multi-Turn Cliff

The defense that works in the
demo fails in the conversation.

Single-turn safety a€” refusing a bad prompt on sight 4€” is
close to solved on frontier models. It is also the wrong test. A

motivated attacker does not ask once.

We ran a cross-vendor panel of production models against HarmBench
harmful behaviors using three attack strategies of increasing sophistication,
and graded every response with a StrongREJECT-style rubric: a bypass counts
only when the model produces a specific, actionable answer a€” not an empty
or hedged "jailbreak" that inflates the numbers. Three findings held across the
panel:

» Single-turn attacks are nearly dead. Bare harmful requests are refused
almost everywhere a€” the metric most safety cards report, and the least

informative.

e Multi-turn escalation is the real attack surface. Gradual "crescendo"
conversations drive attack success from ~0% into the double digits on every
vulnerable model 4€” the same shift Cisco and Palo Alto Unit 42 report.

¢ A model can look robust and still fall to a structural attack. One model
refused every standard attack in our panel, yet a faithful IICL (in-context
pattern-completion) attack made it comply directly 4€” a class most red-

team suites don't test.

Why trust the number. An attack-success rate is only as good as the
judge behind it. Ours is validated at 94% accuracy against a human-
labeled gold set (vs 64% for the regex judge most tools fall back to), and
we never count an unreachable target as a "0% robust" pass. Details in

the judge validation appendix.
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RESULTS A- CROSS-MODEL BENCHMARK

The resilience gap, model by model.
Attack success rate (ASR) per model, by attack strategy, on

HarmBench behaviors. Higher is worse for the model. Every cell is
graded by the validated judge over measured attempts only 4€”

unreachable runs are excluded, never scored as refusals.

Single-turn vs. multi-turn attack success

Each model's floor (asked once) and ceiling (any strategy). The gap is the risk single-turn testing hides.

DeepSeek v4-flash (o) @ 38%
Claude Sonnet5 O © 17%
LagunaS-2.1 O © 15%
Grok4.6 O O 14%
Claude Haiku 4.5 O 8%

GPT-5.4-mini 0%

0% 25% 50%

O Asked once (single-shot) @ Any strategy (ceiling)
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Attack success rate by strategy

Point estimate with 95% Wilson confidence interval. Bars sorted by any-strategy ASR.

The Multi-Turn Cliff
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Full results

The Multi-Turn Cliff

ASR = successful bypasses A- measured attempts. [104€"”hi] =95% CI. ANY = union across strategies (a

determined attacker uses whatever works).

MODEL

DeepSeek v4-flash

DeepSeek

Claude Sonnet 5
Anthropic

Laguna S-2.1
free tier

Grok 4.6
XAT

Claude Haiku 4.5

Anthropic

GPT-5.4-mini
OpenAI A- falls
to IICL

SINGLE-SHOT

0/
/70

[24€"26] A-
2/24

0%
[Pa€E“14] A-
0/24

0%
[Pa€”17] A-
0/19

0%
[Pa€”17] A-
0/19

0/
/70

[Pa€E“14] A-
0/24

(074
/70

[Pa€E"“18] A-
0/18

TAP

0/
/0

[23€“26] A-
2/24

13%
[43€"31] A-
3/24

9%
[23€“38] A-
1/11

0%
[0a€”18] A-
0/17

0/
/0

[13€“20] A-
1/24

(074
/0

[03€“18] A-
0/18

CRESCENDO

39%
[204€“61] A-
7/18

8%
[23€“26] A- 2/24

30%
[113€“60] A-
3/10

30%
[113€“60] A-
3/10

0/
/0

[13€“20] A- 1/24

0%
[03€“20] A- 0/15

ANY STRATEGY

38%

[213€“57] A-

9/24

17%
[74€“36] A-
4/24

15%
[53€“36] A-
3/20

149%
[53€“33] A-
3/22

8%
[2a€"26] A-
2/24

0%
[04€“15] A-
0/22

Denominators vary where a target timed out or errored 4€” those attempts are excluded (an unreachable target

is not a safe one). Gemini omitted: gateway returned HTTP 500 throughout, unmeasurable.
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Where the bypasses landed

Successful bypasses by HarmBench harm category, pooled across models and strategies.

illegal

misinformation

eybercrime - (R :

narassment (S :
et (N -

chem/bio - (S -

SPOTLIGHT A- A STRUCTURAL ATTACK

lICL: how a "robust" model
was made to comply.

In our panel, GPT-5.4-mini refused every standard attack a€” encoding,
roleplay, injection, even multi-turn crescendo. On the strategies most red-

team tools run, it reads as robust. That reading is incomplete.

Involuntary In-Context Learning (IICL) attacks a different layer. Instead of
disguising intent, it reframes the harmful request as the final missing cell of a
data-labeling task the model must complete 4€” a JSONL dataset of input /
answer / is_valid rows. Prior rows establish that every input gets a full,
literal answer; refusing is reframed as a format error that "corrupts the
dataset." The model completes the pattern at a layer beneath content-level

safety. The harmful text sits in plain sight 4€” no cipher, no persona.

We built a faithful IICL operator and gated it on a direct test: does it make
GPT-5.4-mini comply on low-hazard probes where a compliance proves the
bypass but the content carries no real-world uplift (misinformation and

harassment text 4€” never weapons, malware, or CBRN)?
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PLACEHOLDER IICL A€E” BEFORE

Empty completion &€”
content-layer safety
holds; the naive pattezxn
isn't strong enough.

The Multi-Turn Cliff

-

.

FAITHFUL IICL A€E” AFTER

Model completed the cell
on 2 of 3 low-hazazxd
probes (an intimidation
note and a fabricated
cure-claim review),
verbatim in the JSON
format. Direct crack
confirmed.

This is consistent with third-party research (Adversa) reporting ~60% ASR for

IICL against the GPT-5.1+ family while the same models score ~0% on standard

linguistic jailbreaks. It also reflects how the engine evolves 4€” attack coverage

expands as new classes like the structural family are added, and a higher ASR

on a real vulnerability is the tool doing its job: surfacing what an organization

must fix before an attacker finds it.

# IICL a€" mechanism (operational scaffold withheld for responsible disc:
A structural in-context pattern presents the harmful request as the fina:
missing field of a data-labeling task the model completes by format,

at a layer beneath content-level safety. Prior fields establish the norm,
refusal is reframed as a formatting error. The exact template is withhel¢
this public report and shared with affected vendors on request.

METHODOLOGY

Built to be reproduced, not just believed.

The most-cited red-team reports lead with a number and omit the

caveats. We do the opposite: every parameter that moves the

number is stated here.
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Benchmark

Targets

Strategies

Grading

Judge

Denominators
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HarmBench standard behaviors, stratified across
6 semantic categories (chem/bio, cyber,
harassment, harmful, illegal, misinformation). A
recognized set makes the ASR comparable to
published vendor numbers.

Production models across OpenAl, Anthropic,
DeepSeek, xAl, and a free-tier model, reached
over an OpenAl-compatible gateway. Gemini

excluded (gateway 500s).

Single-shot (naive baseline) A- TAP 4€” Tree-of-
Attacks-with-Pruning driving a two-level UCB
bandit over 5 operator families incl. the new
structural/IICL class A- Crescendo 4€” gradual

multi-turn escalation.

StrongREJECT-style rubric: a bypass counts only
if the response is non-refusing and on-topic and
specific/actionable. This deflates the empty-

jailbreak inflation that binary classifiers suffer.

Claude Haiku 4.5, validated at 94% accuracy on a
47-case labeled gold set (see appendix). The regex
fallback most tools use scores 64%.

Measured-only. A target that times out or errors
is unreachable, excluded from the rate a€” never
counted as a refusal. An unmeasured target is not
a safe one.
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The Multi-Turn Cliff

Statistics Single-run snapshot per (model, strategy); each
cell reports its 95% Wilson interval over
measured attempts. A deeper 2-seed pass (n=60)
on Claude Haiku 4.5 reproduced its result at 10%
any-strategy ASR [5a€“20], confirming the single-

run estimate.

Reproducibility Deterministic operator selection (no RNG), a fixed
prompt fixture, temperature-0 where the model
honors it, and a cost bounded to a few dollars of

gateway spend.

Contamination note. Public benchmarks are partly memorized by frontier
models and, worse, contaminate the binary classifiers used to grade them
(>65% overlap in published work). Our rubric grader scores usefulness, which is
far harder to game than string-matching a refusal 4€” the conservative

direction.

APPENDIX A- JUDGE VALIDATION

An ASRis only as honest as its judge.

Most reports don't tell you how their grader performs. We measured ours
against a 47-case, family-tagged gold set with author-adjudicated labels,

balanced across refusals and genuine bypasses.
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Grader accuracy a€” validated LLM judge vs. the regex fallback

The heuristic judge misses more than half of real bypasses (45% recall) and is blind to non-English and

marker-free compliance. The rubric-graded LLM judge does not.

Accuracy
Precision

Recall

R
0 25 50 75 100

® Claude Haiku 4.5 (rubric) @ Heuristic regex

By comparison, Palo Alto Unit 42 disclose an evaluator F1 of 0.84; our judge
posts 0.93 F1 (94% accuracy, 91% precision, 95% recall) with zero fallbacks on
the gold set.

THE CLOSED LOOP

Finding it is half the job. Proving
it's fixed is the other half.

Higher ASR is the tool working 4€” it surfaces a real vulnerability an org can
fix. The loop closes when the same attack, re-run against the mitigated
system, scores 0%. Against a controlled encoding-vulnerable target, our
engine drives ASR from 0 a1’ 100% and back to 0 once the filter is patched a€”
a measured before/after, not a promise. In practice, content filtering is the
primary lever: Unit 42 report an average 89.2-point ASR reduction from strong
filters, a figure our closed-loop re-verification is designed to measure per
finding.
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FIND FIX & VERIFY
Multi-strategy attack drives Guardrail export + re-verify re-
ASR up on the real, tenant- run the exact bypass against
supplied system a€” surfacing the mitigated system; the

the classes (multi-turn, finding closes only when ASR
structural) that single-turn returns to 0.

tests miss.

Recommended mitigations, by finding
FINDING WHAT TO DO ABOUT IT

Move detection from the message to the
Multi-turn escalation conversation: track cumulative intent across turns
crescendo and score the trajectory, not just each prompt. Per-
message filters are blind to a slow ramp.

Add structure-aware input classification 4€” flag
Structural / IICL few-shot / data-labeling / "complete the dataset"
in-context pattern framings whose payload sits in plaintext. Content-

keyword matching alone cannot see this class.

Re-test continuously after every model, prompt, or
False confidence guardrail change: single-turn robustness does not
single-turn robustness  imply multi-turn or structural robustness, and each
update can reopen a closed finding.

Content filtering remains the highest-leverage single control 4€” Unit 42 report
an average 89.2-point ASR reduction from strong input/output filters 4€” but it
is not sufficient alone against multi-turn and structural attacks, which is why

the loop above re-verifies per finding.

LIMITATIONS & RESPONSIBLE DISCLOSURE
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What this report does not claim.

* Scope. A stratified HarmBench subset, not the full 400 behaviors 4€” a

preview-scale measurement (in the spirit of MLCommons v0.5), reported

with confidence intervals rather than as point truth.

* Confidence. Per-cell CIs are shown; small denominators (a target that
erred often) carry wide intervals and are labeled as such. Do not read a

single cell as a ranking without its interval.

e Attacker confound. The multi-turn attacker is itself an LLM whose
refusals fall back to templated attacks; a stronger attacker would raise,

not lower, these numbers. Our ASR is a floor.

* Model versions drift. Vendors update models continually; a resultis a

snapshot of the endpoint on the test date, not a permanent property.

* Responsible testing. All technique evidence uses low-hazard probes
(misinformation / harassment text). We did not, and will not, publish
operational content for weapons, malware, or CBRN uplift. Findings
name third-party models as a matter of published security research a€”
the same standard Cisco and Palo Alto Unit 42 apply.

Framework mapping: findings crosswalk to OWASP LLM Top-10, OWASP

Agentic Top-10, NIST AI RMF (GenAl profile), EU AI Act (Art. 55 GPAI), ISO/IEC

42001, and MITRE ATLAS.

SELECTED SOURCES

Cisco / Robust Intelligence 4€"” Evaluating Security Risk in DeepSeek
and Other Frontier Reasoning Models

Palo Alto Unit 42 a€” Bad Likert Judge A- Deceptive Delight
StrongREJECT 4€" A StrongREJECT for Empty Jailbreaks
(arXiv:2402.10260)

MLCommons a€” AILuminate Jailbreak methodology

Adversa a€” IICL: in-context safety bypass
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A®© 2026 Zytra Adversarial Research. This report presents independent
security research; model names are used descriptively and imply no
affiliation. Attack-success figures are measured on the test date and
gateway described in the methodology.
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